Agreements 1.24.1 Upgrade & Configuration Release Items: September 2019

This release includes the following minor Harvard updates.

What has changed... What it means... How it looks (as applicable)...

SmartForm Pages

Agreement Information
1. Person selectors no longer include 1. When selecting users for the Principal Investigator/Agreement manager, Agreement submission
inactive users creator, and Harvard team members who need access to this Agreement, only individuals with an
active HarvardKey/HUID will be available to select.

2. The study team can now be updated 2. Study team changes made through an amendment will now be reflected on the agreement once the
through an amendment amendment becomes active.

Workspaces

Agreement

1. To allow for more text-space, the 1. The Agreement Highlighted Terms will appear T e
Agreement Highlighted Terms have been above the Most Recent Draft Agreement instead [ rrrrrrrrrrrrrrr j

moved on the Documents tab of next to the draft.

;;;;;;;;;

RELEASE ITEMS 1.24.1- PAGE 1 OF 4



What has changed... How it looks (as applicable)...

Activities
Create Amendment
1. Language on the Create Amendment 1. Three changes to the activity:
activity has been clarified a.The Comments input box on the Create * Provide a brief description of the amendment;
Amendment box has been updated to better
reflect the nature of the required input.
b.The document attachment space is hidden, to
ensure revised documents are included in the y
correct spaces of the Amendment SmartForm.
C. The aCtiVity form now aISO inClUdeS important %‘nlsn:a':z]::;:y"f'org\r;(iuate: a‘r!akmendmer‘udra;&,Aﬁe;chc:ing th‘ youvsﬂlsee'a history entry for this amendment with
. . a link below it. Click on the link to complete edits and submit the amendment for review.
information about next steps to complete the ’
amendment.
oK
2. Allow for amendment on expired 2. Itis now possible to change or extend an foeenzis  HEp@atsr R
agreement (to change or extend the agreement even after it has expired. _ )
. . Expired ]
previously active agreement)
. (
;
(‘? Create Amendment )
«4 Contact Owner
Manage Ancillary Reviews
3. Allow for recording a GDPR-Based 3. GDPR-based evaluation is now a review type
ancillary review on a submission. selection option when assigning ancillary review 1. * Select either an organization or a person as reviewer:
and can be recorded on a submission/displayed Organization:
in reports. Person:
2. Review type:
COMS
3. Department
Export Control /
Faculty
Information Security
IRB
Local SSO
0GC
oTD
Other
Provost
Radiation
Safety
L | Scientific:
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What has changed... How it looks (as applicable)...

Track Agreement Elements

4. Agreement Tracking Elements includes
new options: Master Agreement and
None

5. Highlighted Terms includes new option:
None

Notifications

1. Pre-submission reminders will only be
sent 5, 10, and 15 days after the initial
submission creation

4. Improved tracking to ensure items on the
activity are not missed. Also, address tracking
gap for master agreements.

Track Agreement Elements =

Use this activity to record elements of the agreement that require Harvard tracking and reporting. This activity can
only be completed by agreement reviewers and can be edited anytime after initial submission.

1. Agreement Data Security Level:

v

2. Agreement Tracking Elements (mark all that apply):
O Export-controlled data (I TAR/EAR)

(O FERPA-protected data

O HIPAA-protected data: Limited Data Set

O HIPAA-protected data: PHI (i.e. more than a Limited Data Set)

O Master Agreement

O Personally Identifiable Data (other than HIPAA/FERPA-covered)

=]
0
=]
=]

Subject to DOD requirements (e.g. Covered Defense Information)
Subject to NIST/FISMA requirements
Subject to GDPR

Subject to banking/financial regulations

O None

5. Improved tracking to ensure items on the

activity are not missed. N

=]
=]
=]
=]
0
=]
0
=]
=]
0
=]
0

2. Highlighted Terms (mark all that apply):

Specific restrictions en naming data provider in publication

Approved users must be named/approved by Data Provider

There must be a designated Data Custodian

Approved users are required to execute separate Confidentiality Agreement/ Joinder
Restrictions on access by non-US persons

Data provider requires special training for those who access the data

Harvard requires special training for those who access the data
Security/Background Screening Requirements

Restrictions on combining data sets

Certificate of Destruction required

Netification of breach to data provider less than 48 hours

Unilateral actions required of Harvard beyond provider notification in event of breach

Data Security Plan Addendum

1. Pre-submission reminders will be less frequent.
The first reminder will be delayed to allow for
drafting time, and will not be sent unless the
agreement is not submitted within 5 days of
creation.
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What has changed... What it means... How it looks (as applicable)...

2. Agreement expiration reminder now 2. The expiration reminder will include the Title: Heterogeneous Causal Effects: Drug Expesure & Safety
includes the correct expiration date relevant agreement expiration date in the text (YopAanssen)
R Description:
of the email. This agreement will expirg

Prior to the expiry date, click the INK above to see
the details and to create an amendment (to extend
the agreement), if appropriate

If terms of the agreement indicated additional
requirements at closure (such as destruction of data
with a certificate, or results sharing), please visit the
appropriate site for suggested next steps:
= Harvard T.H. Chan School of Public Health
Sponsored Programs Administration(SPA)
= Harvard Medical and Dental Schools
Office of Research Administration{ORA)
= University Area, all other Harvard schools
Office for Sponsored Programs(0SP)

[ T T U (R T OO DU U S S —

3. Links for SPH and HMS have been updated 3. The notifications have been updated to include
in the agreement expiration reminder and the correct links for SPH and HMS.
agreement expired emails and on the
general notice footer
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